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Security
   - *Profile, Role, User*:
USER
Users are individuals who can access the application using their credentials. This option is provided to create new user log in for a role.When creating a user, administrators assign a role (profile associated with this role is indirectly linked) to ensure that the user has access to the appropriate screens and features required for their job function. The screens and features mentioned in both the role and the profile are accessible to the user, providing a comprehensive view of the system tailored to their role within the organization. Admins can manage user accounts, including creating new users and updating their permissions.
         - Options available include adding, editing, and deleting user accounts.
      *New User Creation*:
         - Clicking "Add New User" allows the admin to add a new user. Fields include:
· Login Name
· ERP Role: Dropdown to select role
· User Name
· Password
· Confirm Password
· Email
· Phone Number
         - Clicking "Save" saves the user details to the summary page.
       - *Summary Page*:
         - Displays user details for each entry:
· Login Name
· ERP Role
· User Name
· Email
· Phone Number
         
 Options available in Summary page
· *Edit*: Activated by selecting an entry from the summary page.
Edit options include: Login Name, ERP Role, Username, Password, Email, and Phone Number.
· *Delete*: Remove user entry.
· *Close Button*: Close the summary page.

ROLE
 Roles are like customized user profiles within the system. They determine what a user can and cannot do. When creating, administrators can assign suitable profiles to a role, which are sets of permissions and restrictions predefined by the system.
Imagine roles as hats that users wear. Each hat (role) comes with its own set of abilities and limitations. For example, a salesperson might wear a "Sales Hat" role, which gives them access to customer information and sales reports. Meanwhile, a manager might wear a "Manager Hat" role, allowing them to oversee the entire system.
Admins can mix and match profiles to create roles tailored to specific job functions. Doing so the user gets the combined right of all selected profile. They can even tweak the permissions further by adding or removing certain rights. Additionally, roles can control access to different areas of the system, such as specific locations or departments, ensuring that users only see what they need to see.
       - *New Role Creation*:
         - Clicking "New Role" allows the admin to create a new role.
         - Enter the name of the role. This is a mandatory field.
         - Select necessary profiles for the role.
         - After selecting profiles, the admin can:
· Add screens using the addition tab to view extra screens.
· Exclude screens using the exclusion button that the assigned profiles must not view.
PROFILE
Profiles are like customized sets of permissions within the system that determine what a user can and cannot do. Think of them as a collection of rules that govern user access. Imagine profiles as different levels of access cards. Each access card (profile) grants certain permissions, such as viewing specific menus or performing certain actions within the system. Administrators have the power to create profiles and define the rights associated with each one. They can decide which menus and features users with that profile can access. For example, a "Sales Profile" might grant access to sales-related menus, in those sales related menus he may have the option to only create but not edit whereas a "Manager Profile" might have broader access to oversee multiple areas of the system and may have option to both create and edit. 

Once created, profiles can be assigned to roles. Roles act as containers that hold one or more profiles. This means that users assigned to a particular role inherit the combined access rights of all the profiles associated with that role.
So, by assigning profiles to roles, administrators can easily manage user permissions and ensure that users have the appropriate level of access needed to perform their tasks effectively and securely within the system.
- *New Profile Creation*:
         -Clicking "Add New Profile" allows the admin to create a new profile.
· Enter the profile name.
· Specify the screens of access for the profile.
 - *Assign to User*:
         - In case of absence or resignation of a user with a specific profile:
         - The admin can assign the profile to another user directly from the "Profile" screen For
            example, if the accountant is absent, the manager can be assigned the accountant 
            profile, granting access to financial screens.    
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